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- L4 CPS : 700,000 Of4f

- Z|HSAIHE|AA 18,000,000 0|4
- 1RU Rack Type

H/W At

- DNSLB, SLB, FLB, VPNLB 7|5 A|&
- ECMP, Static, RIP, OSPF, BGP, ISIS Z2EZ A|&(IPv4/v6)

- Link, ARP, ICMP, TCP, UDP, HTTP 2! C}5t Health
Check A&

- Traffic Z30f tist H0{, URL/Cookie/SSL ID based Load
Balancing S9| Ct¥3st L7 7|5 A9

- Authentication(Radius, TACACS+ AAA) EOt o1& 2|
- STP/RSTP/PvST+/MSTP Spanning Tree protocol 7|5 A&

- HH|e 23, ZUHT 59| ZE[E 92t REST APl 7|5 A&

0x
or

- HTTPS E2fiH X2[Al S2otE EcifiE A¥= ZEZ 0

Y 1% 75 HB

- Active-Standby, Active-Active 0|83t 7|5 A&
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Web Server

0
|0

Web Server 74 QAR

>
o
Mo

SEHOIN, AZA YBTS U 71N HOUA

O Web Servers Of2{0] A¥E #I5t0f 2{20| 2F0| THSSHZE HAGHCOF B,
O =4 5 14
O 8E: BUZ A2 &

O 7%
CPU 8Core 2.9Ghz 0|4t
gg ” RAM DDR5 ECC/REG 32GB 0|4
HE | | Disk 480GB SSD x2EA (Raid1) O] 4
NIC SFP+ 10GbE 2port 0|4
RAID 12Gb/s SAS/SATA/NVMe A2 0|4
PSU AAR ZHES10| i S38H= Redundant 1+1 O|&3} 0|4
19Hs | ECR-009 =5 [ 14 2FAR

08 |do
o IE

WAS/DB Server

0
|0

WAS/DB Server 114 QFAtg

>
o
Mo

HEEUAUM, HZA YES

il
%o
N
My
Pl
10
fo

2
Pl

nxox

0E=
= >
ol

O WAS/DB Server = 0f2fiQ]
O =Y=3h & 14
O 8k: ZHE AMH|A WAS, DBMS 74 & HAES

NS #5104 2[A2| 2HO| 7tsotE HASHO{0F .

O 4

CPU 48Core(24 Core 2.0Ghz x2EA) 0|4

RAM DDR5 ECC/REG 256GB 0|2t

Disk 960GB U.2 NVMe x2EA (Raid1) O]4f

Disk 1.92TB U.2 NVMe x3EA (Raid5) O|&t

NIC SFP+ 10GbE 2port 0|4

RAID H/W RAID ZIEEZ L= VROC A& 0|4

PSU AAED RS0 CH23H= Redundant 1+1 0|&3%} 0|4
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0E=
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oo
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A1fgHs  ECR-010 BHa 2| 2A QAR
33 DDOS
4ol |DDOS 74 27AE
MEE | HEIOIN, HRAF AEZS L 7|=R|2 2k
O DDOSE OF2HO| AF¥S X 15t0] 2|20 2K0| 7Hs3tEE HAISHOOF &

O =43 3 24
O MHYQIZADE CC AZ(EALL O14) HE
0 7%

- Log M&&=*| : 1TB O|+&f

- H30|S%t

- MAX Throughput : 40 Gbps 0|4t
H/W At | - Concurrent Session : 20,000,000 Of4t
- CPS : 1,000,000 O]4f

- PPS : 20,000,000 O|4f

- g5 A= ARAF SA HOHAIE E= 52 A

O DDoS g

- IP, VLAN ID, MI1HEY 2t&% =ot MM A
- SIO|EB|AE/SUE|AE Tt 7

- HRA XS S¥ME[AEDB ¢E 7
- IP, TCP, UDP, ICMP & LYot H|H4 T2EF
- DDoS &4 Hojof| 2|AatE &
- YHIGH/QIHIR E/OIZHIRE & o4& H
- DoS, DDoS, DRDoS &2 & 7|5
- B2 A AT AR HE A ¥

- DDoS 42| @ HA| 7|5

- Az s W Vs

- TCP, UDP, HTTP, DNS & 2I& 0 7|5

7|

olr

- AFBAF Aol ZTH/HEE DDoS 34 A 7|5
- AOUA 718 S A2 7S

- DNS =02l 2 7|5

- E2f{Ho| tigt ACL 44 7ls

- f27(20| At dMo| 23| V|5

- HOli-otest Al 22| B2 A0 7|5 (Ho|j
- X-Forwarded-ForE ZE2st HTTP 23] IP &

>

- MZAF BHZE AIZILA S0 ARSAR ol AlTLA A

_2’|_




O Analysis

QE AAHR HF glo] 21 7|8 Aty EA T|s
=M Y20 chet A9 2 U HE BH S O 2H A
M E AEel AE 21 R3| A 7|5 HS

O Monitoring

MAIZE AT A0f HE BUEY A2

EBjm st m2EZ NIHE S
CIREERET

SUaAE P Y 23] )5 A
o

2
S 7|8 ool Qo oAz AZE IP dE 23| 7|5 Al

[m

ol CHeh CRefeh 2AlZH

O Log/Report

23 =M 42 7Is AS (UHEAE/2EAE)

Clefst Ao 2|EE A% (PDF-Excel S 23 0[4)
¥yl 2RE ¥ A5 Hs A

| 2d o=, &=|2 4 0" 5 TAF 21 AHlS

o O

O Management

O|3st 714 Al L4 A2(#| gio] 7+ A& 2 H3F A5 S7|=
In-Line L= Out-Of-Path 7+4 ¢

REST API-Syslog H& H34t0] 44 Qe 3rd Party &84
HE A2

HTML5 7|8t WEB Ul A&
222t IP H2AE 2 ezt A3 TR0 XY
2|2k 2391 2-Factor 915 7|5 AIS(OTP)
2to|MA ZtE YHO|E A|J

AZEQI0] 2210 AF YH0IE A

ANIUA A& HH0IE HS
=7h IP FE 24 FE S YH0|IE AS
USB £ 9|5 ZE At A3t 7
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IPS 74 QAR
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nxox
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—

(CI=K=) =
O IPSE 02| AYS 2130 2|20| 20| 7H5SHEE H|ASH0{0F Bt
O EQl4ak X DAl
O ITE"J‘L‘%‘MT% cC
O 74

OIN

(EAL4 Old) HZ

- Log M&&=| : 2TB O[4

- 64byte Throughput : 10 Gbps 0|4

- Max Throughput : 20 Gbps 0|4

- CC : 10,000,000 Of4f

- CPS : 700,000 Of&f

- TPS : 1,200,000 Of4t

H/W AtZ | - PPS @ 16,000,000 Of4t

- HJo|IST

- 2|0 29t AITLA £ 20,000 O

= M ZAF BHE AL £ : 9,000 0|4

- AEAF Ao AILAH £ : 4,000 O|A

- 337\ i AlZLA £ 1 10,000 Of4
ML=

ds A= ARAL A HOIHAIE e S AlFEAAN 7|

L

MM

O 7ls

- HA 34 Al L4 AQ|A| g0 1A (Active-Active HZA,
Active-Standby E4

HA & Al Al S71=t = 2 58 S7I=t 48 A4

Bypass ¥ LLCF(Link Loss Carry Forward)®= &50(d 75 Al#

AIUH 27F Al ANILAH EE 7S HS

e | - MY moteME 2oz 2 13 oj4te] AITLIN YHIOIE
Z U e ol
- BT OhAY HOMAM M Al MY ZRNY HE (2T Cja
M 9 o2ne 33
- OMIE B T3l XF-Z3|(PCAP) 7|5 AT

AU S| ZA E G2, I3 A, MHA 2 TS &3 AIS

=7t7|2H(NCSC) 2| PCRE Z&td AlIS 2 A5 HIE 23 7|s
s
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- AEAF HOl AL M Al PCRE, Depth, Offset, CHAZA}
= 2y U 2E| AH= 01 7S AHS

- 2L YWAE 2ot X-Header IP & 44 |
O Web Filter / Application Control

- 8 2H 7S AS (HYRAOIE A, FHH 122 URL ZAL
AREAF 2l URL HAN

- AEAF A HO|A] 3 FIHAIOIE A HIOJAIE HYsHH ALE
AA &E 7S S

O SSL Inspection

SSL Inspection 7|5 A& (Proxy / Inline 2E 2% 2Z|J)
ZATLS v1.3 T2EE AY

SSL Esfm 7| m3 ¢71a|Z 29 (DHE, ECDHE)

SSL Ezf Atz &2l 7Is A™ (M2 MHIPFL, NHEE
S Y= Bl HE AS)

_24_




nxox

0E=
>

oo

—

1g¥s  |ECR-012 =5 3 14 QAR
g3 2oty
Fdo| st Y QAR
=2 | HEHUAM, H2AM FESE E 78R3 =UA
O W3tH2 of2fio] Mg HIstH 2A9| 2HO| 7SSt R HAlSH0{0f .
O EYaEh & 24
O ITEHOIZAIRR CC Q13 (EAL4 0|4 HE
O 4
- Throughput Firewall : 30Gbps 0|4
- CC : 10,000,000 Of»f
- CPS : 150,000 0|4t
- 2OXARA : 1TB 04t
H/W AHE

- X0|S3t
- QIE{0|A : 10G SFP+ 2ZE 0|4, 1G 16ZE 0|4
(SFP 8ZE 0|4 T, =ty BF I Jhs, & EUAH )

- 45 A= ARAL SA HOIHAIE Es 32U AFEAN 7|2

O 7ls

- 0|33t #HAl L4 A2]%| glo] T4 (Active-Active HE,
Active-Standby E=#) A3 2 43 Atz 7%

- Router 2 E9} Bridge 2E SA| A€, HA ZE Bonding A|¥
- Policy-based NAT & Interface-based NAT

- QN M (URLAA) A8 2! dAIZH EgiE == & DNS Z|
d= ¢ =0 P 2 24

= VXLAN T{Z! A0 A S

- 22RE HHE (AWS, MS Azure 5) U3t Mg Eot 2
etRE A0 YIS AS

7|

olr

- 22N U DN OIRR) YN AN

24
- B4 HEjAo] A AM HY Al FE YA 7|s(@E = 55 YA)
- By 23 7|tk E 2(Het AH Jls

- QI HOt S24n0| Y AF J|s HS(API 3S)

ZHolof| CHet DNS 2| 2pct

- DNS HEd HA-AH 7|s

- OFAM
o
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- dH| ZF =OQl Ay AE 7|35 7ls
O NGFW Firewall
- AFEA 7|dE A2 A O

- AEAHD/0HZ 2| A 0[4d/C{HI0| A (2EH0|HE HE £Z) (8t ¥
2 A of

- ArEAF Ho| ofE2|AH0]A A 7t 7|5 AlJ

- A4 AR 213 (Captive Portal) 2! SSO A€

- 2ot ofFE|A0|d EFE &% SaaS OfE2|AH[0|4 |0
- C|#lE{2| AH|A(AD, LDAP &) g& ArEAL Q15 A
O Endpoint

- AEZOIE HOH 24| HE 7|

or

(H&)

O Web Filter

- URL Filtering (Category %)

- URL =t &AL (URI #H2| &AL

- 7t 12| 7|8 URL DB AHS(2Z E= S2tRL E4)
- HTTP 38t A 7|5

- 232 & (BEA-AB MH|A) 2 7|5

- HTTP it & 22 7|5

O Management

- Firmware Upgrade and Downgrade (Rollback)
LDAP/RADIUS/TACACS+/OTP & CHYot Z2|AF M4 ||

OpenAPl 2%, 7|E} 2|2 £24 IS (ZH| PC B2l 224,
DLP £)

- Hot 23 dE 7Is E= olo] £t dE 2ZE A

O Networking

- LACP, VLAN A|¥

- DHCP, DHCPv6 2! RAAIH
- DNS, Split DNS, DDNS A[#

- ZAT|EE QoS (YAE, & FIE|u2|E, ofSZSHOIFE, AHEA
E, AEHO|AE, VLANE)

- Routing
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protocol (IPv4-OSPF/RIP/BGP,IPv6-OSPFv3/RIPng/BGP4+)
- EfjH S & dH A S (NetFlow, sFlow, IPFIX &)
O Log/Report
- SNMP(v1,2,3), Syslog &

- DB 7|8t 27 | (Y= AE)

- 2D % YN 4
- M AP Y 27 78 BIN ABEN 2B
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H/W AR

Total Throughput :

CPS : 300,000 Of4f

TPS : 600,000 Of&f

CC: 11,000,000 Of4t

DISK: 1TB SSD 0|4

NIC: 10G Fiber 4Port O|& (EZAIH I3l
HHo|S=t

g5 A= ARAL 34 HOHAIE E= I Al

—

20 Gbps 0|4

N

d4N 71E

—_

J

7|

olr

O Fof ¥ 2% 2l

—_

In-Line 2! 0O|2{& (Out-of-Band) &
&

171 OJAtel 1A HEAI 2|

URL Redirection 7|&

IPv4 2lIPv6 Z2|AH2GUI(Graphic User Interface) QIE{H0|A
AEZ|ZRAID T4 I HAR 0|53
I
7|

Fo1s Als

\J

olr

3

o

E_l (HH

=

27

o

2|

olr

[2

-
ot

HE, JAE)]

z R
m

oy

Pl

ARA|

oX
oY
m|o
otm

O HAl 2 AH

OWASP Top 10 U 2% ¥ AluisTl #Fd £ 7|5
HTTP/1.1 & HTTP/2 E2fm ©a)-2ick

2 3% 54 7l

=H O

IPv6 ZZEZ 7|9t

L MM 2 CHEFCIHTTP(S) Slowloris
et) 47l

Al Z1g E

2/RUDY (R-U-Dead-Y

IP 20| EE[AE
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EZHURLO| CHSIMethod 22 EX 7|5
22 2 79I(Brute Force Attack) £4| 7|1

ofd MY Y=t U URERE 4 7S

HAYE 7= S4l 7Is
AT SA 7S

2 Ao EHQl 2P B AEAQ JM 4 Vs

SSL E2EZ(TLS 1.2, TLS 1.3) HH & ¢z LdI2F
SSL =24 7|5

At AY 2 At HE| = AP H2 Al YIS

—_ —
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UPS(BMS)

0
|0

UPS 74 QAR

>
o
Mo

HEEAAUM, HZA ESE 2 7SR -=HAAN

Wx0%

0E=
>

ofo-

—

o

O UPSE 029l M #T510] 240) 20| JH5HEE HASIOIOF &,

O 42 el #H] 3372 U NSA(UPS U2 Y 24 S 2 Ao} HER
B0 AHOID, NSHL 2N AR T AN AANHAE ZMY| TR Ty
FHAOLE NS 5 ARE A

O =2 & 14

oH
ot
2
IS
ngt

O UPS 74
d4 =9 160kVA / 160kW
=3dA On-line Double-Conversion
e QU2 3444 380V(318HS £15% 0I4)
=9 380V +1% 0|3, 50/60Hz
S YFIHON rsags, Dry 27, Modbus, TCP/IP, SNMP
o =220l BE 28 95% O|d, 1HEst 125% 102 0|4,
=E 150% 1& 0|4
Ao ofd LCD HEHEA| i
elZ KC
HiE{Z] & PHa AE =3
=2
alh S 12V 150ah BZR|Z 1082 014 UL DI 43

O BMS(ZHA| ZA| AAH) 74

= A - 2 AIRloZ ZIet= UPS ZAA| A (M E= 2E oh9))
st s - M(E2E)Y MY, LHEAMY, 2%
e en - Z(String)d A, &-HtM A=
=3 9 - B3 29 A H-2-LIHAS HO|Z nE TS A
— Mok +0.5% O[3t
=2 M3l - HiEAE: £2% olst
oo e - 2 HME: £1% O[3}
- 25 +1C 0|8
=3 =7 - AAIZE ZAL WEXSIS 2E 27| 2, 27| HH IS
M - A(EE)E MAQL 2Y HINZ 74
a4 - SN EAl HEA
N =3 H0|EE £ -MIsIT TCP/IPR H&
TR - S AR Eel8 BAIRA|(LCD S) ME
AR - StEH Qx| A, O Al HAE M
- 2 0]y HMZ(1E 0|4

0]z 24 - 20| 2= 3

- Oly M(28) A Il

- FMS2} H&(Modbus TCP HE+= SNMP)

gE
° - AR-ZAHZS FMSOA E3H ZA|
#5538t - M(22) 7t Y FE3 s
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O EY4a: & 14
O 8&: ZAME L8 37 9 AME TUEY
O FMS 7%

SE=/0f

37| : 19" 1U
MIA 1070 Ol 8

HH Ol==t

Web ZL[E{™ A[H

SerialGate | SNMP V1, V2 , V3 A€

Ete) @ OFE=1 AN

S 2& 1 -10°C ~ +80°C

Ete) @ OFE=1 AN

S AIA S & 10 ~ 95%

Y= A20M 3% RH

H|O1Z2I0|QA, 50“0|4F SUZEAIEE 241 0| A

— = o

ATEYO]

[HA[EE | CHAIEE R

SNMP v1/v2¢c/v3, Modbus RTU/TCP, Database, IP Camera

AEAL Mol IZ2EE Y

Ad Z2EZF
QI NMS, SMS St O[MIE Sz A|#(CLI, DB)

¢z 2 GE AR
I

;é!-OH |:|_|-7:"|:£ - é!‘O é,"%"té @ﬂ I:L|'7:|| }éﬁg
31 / O|MIE | - 21 HAo| [FE CiYot O[HE 23
IS - OMIEAE SMS & 7|=
- HR LA A AEf =R
A2 2 AN | - MANUA R R SAIZE 2 AR AA
- A|E,FHERI|7|S
OHIE M3 |- ANt = MA AEfE O|HIE 7|5
o) HM/EZ| | - AAIZt SNMP Trap$4l & ERV|S
7Is - O|HIE T O|A|R]|
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KVM Switch
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O 8E: GPU Server U AJAH AH|2 24 48

O KVM Switch 14

- 19912 1280 x 10243 A% 0|4
- 16port Of4t
SHEQ)0f - OSD, Hotkey, Pushbutton Port Selection
- Y FE

- = A =Y AH| A 248 KVM Aol 2
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